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Hurricane Electric – Talk Outline 

  IPv6 – a quick review 
  It’s 2009 – ten years since the IPv6 specifications published 

  An Introduction to Hurricane Electric’s IPv6 Backbone 
  #1 global IPv6 backbone 

  IPv6 Peering (where the IPv6 traffic flows!) 
  This is not news – there is lots of IPv6 peering 

  Hurricane Electric IPv6 traffic levels 
  High-level review of IPv6 traffic volumes 

  IPv6 & DNS? 
  Is there a better measure of IPv6’s existence? 
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Hurricane Electric 

IPv6 – a quick review 

A new protocol to replace the existing IPv4 protocol 

(It’s 2009 – ten years since the IPv6 specifications published ) 
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Hurricane Electric – IPv6 – a one page introduction 

  All Internet traffic is contained within IP packets 
  Initially defined as IP version 4 with a fixed address size (32 bits) 
  Designed as a research network – became a commercial 
  Works “perfectly” – until you run out of addresses 

  IPv6 (IP version 6) designed by IETF around 10 years ago 
  Handles much larger address space – 128 bits vs. 32 bits 
  Handles security, mobility, auto-configuration and more 
  Not well-suited to be backward compatible with IPv4 
  Only the IP layer is changed 

  TCP, UDP, or higher level protocols not affected 
  TCP or UDP packets are the same 
  Applications need to be IPv6 aware (DNS is needed) 
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Hurricane Electric – IPv6 IP layer implications 
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Hurricane Electric – IPv6 – addressing is huge 

  128 bits provides a massive amount of address space 

  Address allocation can be quite simple (vs. IPv4) 

  IPv6 means a lot of addresses! 
  2^32 (IPv4’s size) is just 4,294,967,296 addresses (in practice IPv4 is less) 
  2^64 (used on a LAN segment) is 18,446,744,073,709,551,616 addresses 
  2^128 is ~ 340,000,000,000,000,000,000,000,000,000,000,000,000 addresses 

1010000001000111 0011100011011001 ... 
          0000100100001100 0000000000000000 ... 
                    1100110001001100 1000110100000000 ... 
                            1011001100011011 0000000000000001 

* binary 

2001:0470:0001:002A:0000:0000:0000:0001 
* hexadecimal 

48 bits Single LAN segment 
64 bits 

/32 
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128 bits 
plenty to go around! 

IPv6 – come on in; the waters fine 

… however, it’s not only about addressing 
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http://www.arin.net/meetings/minutes/ARIN_XXI/PDF/monday/IPv6_Survey_KC.pdf 
http://www.ipv6.or.kr/summit2008/proceeding/Keynote-II/KSII-4.pdf 
http://www.apnic.net/meetings/26/program/ipv6/kline-ipv6-google.pdf 
http://www.ripe.net/ripe/meetings/ripe-56/presentations/Garcia-IPv6_Real_Life.pdf 
http://www.soumu.go.jp/joho_tsusin/eng/Resources/Council/pdf/c_summary_3.pdf 
http://www.apnic.net/meetings/24/program/plenaries/apnic/presentations/huston-ipv4-exhaustion.pdf 
http://www.ripe.net/ripe/meetings/ripe-56/presentations/Bush-IPv4_Run-Out_Trading_and_the_RPKI.pdf 
http://www.ipv6.org.tw/summit2008/doc/1-2-2.pdf 
http://www.ripe.net/ripe/meetings/ripe-56/presentations/Huston-Measuring_IPv6_Deployment.pdf 
http://www.oecd.org/dataoecd/7/1/40605942.pdf 

IPv6 is our close collective future 

Nearly every Internet conference has “addressed” IPv4 
exhaustion and the related IPv6 address allocation schemes 



2 June 2011 
5 August 2012 
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IPv6 is our close collective future … 

Dates from Geoff Huston at http://www.potaroo.net/tools/ipv4/index.html 

… maybe closer? 

… much closer! 

13 October 2010 
21 October 2011 
16 October 2011 
6 October 2012 

Projected IANA exhaustion 

Projected RIR exhaustion 
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Hurricane Electric 

Hurricane Electric 
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Hurricane Electric – Roots and History 

  Founded 14 years ago - ISP & datacenter operator 

  Roots within the Silicon Valley high-tech community 
  1999 – Nationwide IPv4 network 
  2001 – IPv6 native and tunnel connectivity ( http://tunnelbroker.net ) 

  Support and sponsor global open-software efforts 
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Hurricane Electric – IPv6 Network Reach 
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IPv6 peering at all major 
peering points in US, 
Europe & Asia.  Private and 
public peering capacity at 
1Gbps & 10Gbps.        IPv6 Peering Locations       



13 October 2009 
Hurricane Electric - IPv6 within the global Internet - 2nd  Slovenian IPv6 Summit 2009 - 

Martin J. Levy - Director IPv6 Strategy Page 13 

Hurricane Electric – IPv6 Native Services 

  Three years into native IPv6 network deployment 
  Eight years of IPv6 on the network 

  IPv6 native router platform across all POP’s 
  All IPv6 BGP customer connections are native 
  All IPv6 datacenter customer are native 

  IPv6 dual-stack & native DNS servers 
  IPv6 dual-stack & native NTP servers 
  IPv6 & IPv4 public looking glass & route servers 

  24/7 NOC with IPv6 expertise 

  MPLS capable POP to POP to POP 

  IPv6 hosting services 

Not just “Joe” on Thursdays 



  Applied for and got IPv6 address allocation from RIR?   

  Picked hardware & firmware?   

  Enabled IPv6 (dual stack) everywhere?  
  IPv6 peering & global connectivity?  
  Built IPv6 routing for customer interconnections?  
  Reverse-DNS & other backbone IP layer offerings?  
  Evangelized IPv6 excessively?  
  Saw real use from customers?  

  We’re done! 
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Hurricane Electric – IPv6 Native Services 

That’s what I’m doing today! 
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Hurricane Electric – IPv6 Web Hosting 
•  True Virtual Host (http://www.yourname.com) 
•  Support for PHP 5  
•  Your Own Secure Web (SSL) Directory  
•  Your Own MySQL Database  
•  Your Own Standard Web Directory  
•  Your Own cgi-bin Directory  
•  Direct Access Via SFTP  
•  Direct Access Via SSH  
•  OC192 (10 Gbps) Backbone  
•  Multiple Connections For Backup And Redundancy  
•  Battery Backup and Emergency Generator  
•  High Performance Carefully Managed Web Servers  
•  Online Billing Information 
•  Webmail!  

•  POP3/IMAP Authenticated SMTP  
•  Multiple POP3/IMAP Mailboxes per Account  
•  Unlimited Mail Forwarding  
•  Unlimited Mail Autoresponders  
•  Detailed Daily Web Activity Reports  
•  Access To Raw access_log Files  
•  Server Side Includes  
•  Email Forms  
•  Full Shell Account  
•  Full Unix Development Environment  
•  Perl  
•  gcc  
•  crontab 
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Hurricane Electric 

Hurricane Electric’s Free 
IPv6 Certification Program 

http://ipv6.he.net/certification/ 
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Hurricane Electric – IPv6 Certification (and learning) 

http://ipv6.he.net/certification/ 

•  Prove that you have IPv6 connectivity 
•  Prove that you have a working IPv6 web server 
•  Prove that you have a working IPv6 email address 
•  Prove that you have working forward IPv6 DNS 
•  Prove that you have working reverse IPv6 DNS for your mail 

server 
•  Prove that you have name servers with IPv6 addresses that 

can respond to queries via IPv6 
•  Prove your knowledge of IPv6 technologies through quick and 

easy testing 

•  the format of IPv6 addresses 
•  AAAA records 
•  reverse DNS for IPv6 
•  the IPv6 localhost address 
•  the IPv6 default route 
•  the IPv6 documentation prefix 
•  the IPv6 link local prefix 
•  the IPv6 multicast prefix 
•  do an IPv6 ping 
•  do an IPv6 traceroute 
•  common IPv6 prefix 
•  and more! 
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Hurricane Electric – IPv6 Certification in Slovenia 

Level  Count 
Newb        15 
Expl        11 
Enth          1 
Admin          2 
Prof          2 
Guru          3 
Sage          4 

Name  Score 
Jan Prunk      955 
Stas Strozak      913 
Jan Zorz      905 
Andrej Ota      900 

http://ipv6.he.net/certification/ 
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Hurricane Electric 

Hurricane Electric’s Tunnel Broker 
http://tunnelbroker.net/ 

(IPv6 Tunnels Exist! – sometimes it’s the only way) 
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Hurricane Electric – IPv6 Tunnel Broker locations 

AVAILABLE 

BGP 

AVAILABLE 

BGP 

BGP 

AVAILABLE 

BGP AVAILABLE 

BGP AVAILABLE 

BGP AVAILABLE 

AVAILABLE 

AVAILABLE 

Three step process: 

1)  Go to http://tunnelbroker.net/ 
2)  Setup an account – choose a location 
3)  Setup your own host to allow tunnels 

Geographically diverse locations allowing customers 
best routing – coincident with IP peering 

AVAILABLE 
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Hurricane Electric – IPv6 Tunnel Broker (web) setup 

BGP 

Configuration 
information 
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Juniper JunOS 

interfaces { 
    ip-0/1/0 { 
        unit 0 { 
            tunnel { 
                source ##.##.##.##; 
                destination 72.52.##.##; 
            } 
            family inet6 { 
                address 2001:470:##:##::2/64; 
            } 
        } 
    } 
} 
routing-options { 
    rib inet6.0 { 
        static { 
            route ::/0 next-hop 2001:470:##:##::1; 
        } 
    } 
} 

Linux 

modprobe ipv6 
ip tunnel add he-ipv6 mode sit \ 
     remote 72.52.##.## local ##.##.##.## ttl 255 
ip link set he-ipv6 up 
ip addr add 2001:470:##:##::2/64 dev he-ipv6 
ip route add ::/0 dev he-ipv6 
ip -f inet6 addr 

Hurricane Electric – IPv6 Tunnel Broker setup 
Windows XP 

ipv6 install 
ipv6 rtu ::/0 2/::72.52.##.## pub 
ipv6 adu 2/2001:470:##:##::2  

Windows Vista 

netsh interface ipv6 add v6v4tunnel IP6Tunnel ##.##.##.## 72.52.##.## 
netsh interface ipv6 add address IP6Tunnel 2001:470:##:##::2 
netsh interface ipv6 add route ::/0 IP6Tunnel 2001:470:##:##::1  

Cisco IOS 

configure terminal 
interface Tunnel0 
 description Hurricane Electric IPv6 Tunnel Broker 
 no ip address 
 ipv6 enable 
 ipv6 address 2001:470:##:##::2 
 tunnel source ##.##.##.## 
 tunnel destination 72.52.##.## 
 tunnel mode ipv6ip 
ipv6 route ::/0 Tunnel0 
end 
write 

MacOS X 

ifconfig gif0 tunnel ##.##.##.## 72.52.##.## 
ifconfig gif0 inet6 2001:470:##:##::2 2001:470:##:##::1 prefixlen 128 
route -n add -inet6 default 2001:470:##:##::1 
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Hurricane Electric – IPv6 Tunnel Broker statistics 
Stats available at: http://tunnelbroker.net/ 
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Hurricane Electric 

Where did all this lead us? 

(or – was it worth it?) 
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Hurricane Electric – IPv6 Status (CAIDA) – Jan 2008 

See: http://www.caida.org/research/topology/as_core_network/ipv6.xml for full description and explanation. 
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Hurricane Electric – IPv6 Status (Oregon) – Oct 2009 
D

ata extracted from
 http://bgp.potaroo.net/v6/as6447/bgp-as-adj.txt 

Hurricane Electric #1  –  560+ BGP associations 
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Hurricane Electric – also an IPv4 network 

http://as-rank.caida.org/ 

CAIDA IPv4 status – Hurricane Electric AS6939 #7 in the IPv4 world 
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Hurricane Electric 

Global IPv6 Peering World 

(The secret life of  IPv6 packets as they travel around the Internet) 
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IPv6 Peering Points – they’re everywhere! 
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Real IPv6 at peering exchanges – Europe 
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Hurricane Electric at major IPv6 Peering Points 

Miami 

Frankfurt Germany 

London, England 

San Jose, Los Angeles, 
Dallas, Chicago, Ashburn 

New York/New Jersey 

San Jose, Los Angeles 

Amsterdam, Netherlands 

New York 

Hong Kong SAR, China 

London, England 

Seattle 

Palo Alto, New York 

Toronto, Canada 

Paris, France 



One Year - 58% growth in peering relationships 

Extracted from Geoff Huston's http://bgp.potaroo.net/v6/as6447/bgp-as-adj.txt data 
by Martin Levy at Hurricane Electric http://ipv6.he.net/ 

13 October 2009 
Hurricane Electric - IPv6 within the global Internet - 2nd  Slovenian IPv6 Summit 2009 - 

Martin J. Levy - Director IPv6 Strategy Page 32 

IPv6 at peering exchanges 

  IPv6 Peering 
  Is there any?  (Hint: The answer is yes) 



IPv6 within the EC (and surrounding countries) 
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CC  #Routes  #ASN  Country 
DE  259  127  Germany 
GB  133    77  United Kingdom 
NL  114    66  Netherlands 
IT    65    35  Italy 
FR    65    37  France 
SE    63    30  Sweden 
PL    53    30  Poland 
CZ    44    24  Czech Republic 
AT    44    19  Austria 
SK    36      7  Slovakia 
ES    26    12  Spain 
IE    25    15  Ireland 
FI    19    10      Finland 
RO    14      8  Romania 
BE    14      9  Belgium 
LU    11      7  Luxembourg 

SI    10      8  Slovenia 

DK      9      9  Denmark 
HU      8      5  Hungary 
PT      6      4  Portugal 
BG      4      3  Bulgaria 
EE      3      3  Estonia 
MT      2      2  Malta 
LT      1      1  Lithuania 
GR      1      1  Greece 
CY      1      1  Cyprus 
LV          Latvia 
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CC  #Routes  #ASN  Country 
TR  2  2  Turkey 
HR  1  1  Croatia 
MK    Former Yugoslav Republic of Macedonia 

CC  #Routes  #ASN  Country 
CH  79  42  Switzerland 
RU  64  41  Russia 
UA  14    9  Ukraine 
NO  10    8  Norway 
IS    7    5  Iceland 
LI    2    2  Liechtenstein 
CS    2    2  Serbia 
AM    1    1  Armenia 
BA    1    1  Bosnia and Herzegovina 
AD    Andorra 
AL    Albania 
AZ    Azerbaijan 
BY    Belarus 
GE    Georgia 
MC    Monaco 
MD    Moldova 
ME    Montenegro 
SM    San Marino 
VA    Vatican City State 
KS    Kosovo 
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Hurricane Electric 

IPv6 services on the network 

(6to4 and teredo relays) 



Hurricane Electric – IPv6 6to4/teredo traffic  

13 October 2009 
Hurricane Electric - IPv6 within the global Internet - 2nd  Slovenian IPv6 Summit 2009 - 

Martin J. Levy - Director IPv6 Strategy Page 35 

  IPv6 traffic can be… 
  Native IPv6-to-IPv6 traffic 
  Relayed/Tunneled 6to4 traffic 

  When we looked… 
  Much more 6to4 traffic than we thought … 
  Much more Teredo traffic than we thought … 



Hurricane Electric – Relays Defined 
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* 6to4 (sometimes written 6 to 4) is a system that allows IPv6 packets to be transmitted 
over an IPv4 network (generally the IPv4 internet) without the need to configure explicit 
tunnels. Routing conventions are also in place that allow 6to4 hosts to communicate with 
hosts on the IPv6 internet. It is typically used when an end-site or end-user wants to 
connect to the IPv6 Internet using their existing IPv4 connection. 

From Wikipedia, the free encyclopedia http://en.wikipedia.org/wiki/6to4  

Or read RFC3056 at http://tools.ietf.org/html/rfc3056   

* Teredo is a tunneling protocol designed to grant IPv6 connectivity to nodes that are 
located behind IPv6-unaware NAT devices. It defines a way of encapsulating IPv6 
packets within IPv4 UDP datagrams that can be routed through NAT devices and on the 
IPv4 internet. 

From Wikipedia, the free encyclopedia http://en.wikipedia.org/wiki/Teredo_tunneling  

Or read RFC4380 at http://tools.ietf.org/html/rfc4380  
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6to4 relaying without a local geographic solution 

The problem: 
       Any IPv6 enabled computer with no native IPv6 connectivity can traverse a long path 

Stockholm 

San Francisco 

C:\ >tracert 192.88.99.1	
Tracing route to 192.88.99.1 over a maximum of 30 hops	
  1     1 ms    <1 ms     1 ms  [192.168.168.1]	
  2     *        *        *     	
  3     8 ms     9 ms    10 ms  	
  4    17 ms    13 ms    23 ms  San Francisco, CA	
  5    16 ms    14 ms    14 ms  San Jose, CA	
  6    27 ms    25 ms    28 ms  Los Angeles, CA	
  7    84 ms    62 ms    60 ms  Dallas, TX	
  8    84 ms    81 ms    81 ms  Atlanta, GA	
  9    93 ms   114 ms    95 ms  McLean, VA	
 10    94 ms    97 ms    97 ms  Ashburn, VA	
 11   177 ms   177 ms   176 ms  Stockholm, Sweden	
 12   199 ms   177 ms   174 ms  192.88.99.1	
Trace complete.	

Oslo 

Chicago 

Singapore 

Frankfurt 

Amsterdam 
Beijing 

New York 
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Hurricane Electric – 6to4 relay service 

Palo Alto 

Miami 
VA / DC 

NJ / NY 

London Frankfurt 

Hong Kong 

Fremont 

The Goal: 

Localize 6to4 traffic (2002::/16 & 192.88.99.1/32 via anycast routing) 

IPv6 6to4 relays turned on 



13 October 2009 
Hurricane Electric - IPv6 within the global Internet - 2nd  Slovenian IPv6 Summit 2009 - 

Martin J. Levy - Director IPv6 Strategy Page 39 

Hurricane Electric – teredo relays 

VA / DC 

Chicago 

London Amsterdam 

Hong Kong 

Fremont 

The Goal: 

Localize teredo (2001::/32 via anycast routing) 

IPv6 teredo relays turned on 
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Hurricane Electric – What we were seeing before deploying 
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Hurricane Electric – Teredo trends and why care? 

  Improving Teredo and 6to4 relays improves traffic 
  We have see significantly shorter traceroutes and lower latency 
  We have see significantly lower packet loss 
  We have see traffic grow (but not measured over a long time) 

  More Teredo users; not less 
  Teredo is on by default on Vista (and Windows 7) 
  Teredo used when IPv6 is not available 
  Enabling IPv6 squashes client usage of Teredo 
  Accessing IPv6 (IPv6 only?) content from non-IPv6 clients can 

trigger Teredo 

  Pushing for IPv6 content is vital 
  This transition time is going to see a growth of Teredo traffic 



13 October 2009 
Hurricane Electric - IPv6 within the global Internet - 2nd  Slovenian IPv6 Summit 2009 - 

Martin J. Levy - Director IPv6 Strategy Page 42 

Hurricane Electric 

IPv6 Global Traffic?  Is there any? 
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Public stats – Hurricane Electric IPv6 traffic 

Overall IPv6 traffic 

Sample IPv6 Peering Traffic 
(summed globally) 
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Hurricane Electric stats – IPv6 vs. IPv4 traffic 

IPv6 (pixel enhanced) 

IPv4 

  IPv6 traffic levels don’t relate to IPv4 traffic levels 
  Different customer base 
  Different traffic flows 

  This will change – they will converge 
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Public stats – AMSIX IPv6 traffic 
A

M
S

-IX
 sflow

 stats http://w
w

w
.am

s-ix.net/technical/stats/sflow
/?type=ipv6 
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Hurricane Electric 

IPv6 Qualitative Viewpoint 

are traffic levels the right measurement? 
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IPv6 – less quantitative and more qualitative 

  IPv6 readiness on a backbone 
  Does a backbone have IPv6 enabled? 
  Are domains served by IPv6 DNS servers 
  Do the basic services operate on v4 & v6? 
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IPv6 – Registered domains with AAAA records 
ht

tp
://

bg
p.

he
.n

et
/ip

v6
-p

ro
gr

es
s-

re
po

rt.
cg

i 
     TLD   domains         A      AAAA    A-glue AAAA-glue 
     com  82494742  59535659   1073232   1656133       393   
      de  12912896  10774660      6942    361227        99   
     net  12466544  10422103    132404    331453       560   
     org   7788549   6655905     75929    214238       286   
    info   5235594   4391870     70211    136376       160   
     biz   2014341   1550073     20743     20580 
      us   1595374   1242450     28637     14533           
      ca   1265915   1080373      3580     15509         4   
    mobi    861769    729071     35576      4292        25   
      no    422532    305588       153      1383         3   
    name    257131    187940      3822      4426            
    asia    212645    147626      3390      1554        24   
      sk    188683    139903      9987      3657            
      kz     36398     25233         4     51301            
    aero     31356      4393         8       283            
      ma     30489     10339         5     32638            
      am     26394      7807        53       550         4   
      ac     14915      9538         2       231            
      ag     13494      9672        49       268            
      ge     13130     11006         9       206         1   
      to     13107     10287        32      1240            
      tc      9673      7575        99       499            
      ba      8627      7170         2      6727            
      vg      8039      5981        53       322            
      pe      7899      4575         1       128            
      gt      7526      5441         5       468         2   
      lk      6096      3705         1      1884            
      sc      5446      4338         5       185            
      jm      4754      2013         3      5514            
     gov      4481      3505         4       846           
      bd      3965      2327         1      6164            
      ug      3290      2041         1        75            
      kg      3155      2370         2       217            
      sh      2810      2204         9        93         3   
      gd      2757      1422         2       189            
      io      2615      2087         3        78            
      sn      2341      1031         5       233         1   
      lc      1606       434         1        38            
      mw      1363       564         3         0            
      cu       860       229                 606         9   
      nf       700       494         3        12            
     int       148        82         1        63            
      tn        52         5                 593         2   
      au        20         1                  27         4   

   total 127984221  97311090   1464972   2877039      1580 

Total registered domains with AAAA records: 1464972 

Generated by querying for A (IPv4) 
and AAAA (IPv6) records for all 
domains in the listed TLDs (top level 
domains). 

Demonstrates growing use of AAAA 
records for the primary domain 
name of websites and other Internet 
services. 
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Hurricane Electric 

Summary 



13 October 2009 
Hurricane Electric - IPv6 within the global Internet - 2nd  Slovenian IPv6 Summit 2009 - 

Martin J. Levy - Director IPv6 Strategy Page 50 

Q&A 

Contact: 
 Martin J. Levy 
 Director, IPv6 Strategy 
 Hurricane Electric 
 760 Mission Court 
 Fremont, CA 94539, USA 
 http://he.net/ 
    martin at he dot net 
    +1 (510) 580 4167 

? 


