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Zakaj? NiIL

* Kovaceva kobila...

* Ucenje inzenirjev, pridobivanje na intuitivnosti vo
* Nase vsebine: spletni streznik, remote labi

* Tuje vsebine v IPv6 Internetu?

°* Kerjetu



Kaj je zanimivega®?
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* Pl-povezava v IPv6 Internet
* Naslovnha shema

* BGP multihoming

* Pozarni zid

° NAT-PT
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Povezava v IPv6 Internet N
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* Native povezava preko AMIS-a (ftw!)
* BGPvV6
* Oznanjamo 2001:67c:58::/48, dobimo ::/0

* Dual-homing, ko bo IPv6 ponujal tudi Softnet

Kouter bgp 24629 \

neighbor 2001:15C0:1000:1005::1 remote-as 8591
neighbor 2001:15C0:1000:1005::1 password ...
neighbor 2001:15C0:1000:1005::1 timers 10 30
address-family ipv6
neighbor 2001:15C0:1000:1005::1 activate
neighbor 2001:15C0:1000:1005::1 prefix-list AMIS-IN in
neighbor 2001:15C0:1000:1005::1 prefix-list AMIS-OUT out

Qetwork 2001:67C:58::/48 /




Tezave?

* HSRP verzija 1 ne podpira IPv6
* Nekaj tezav z zunanjim ACL in podporo ND

ipv6 access-list AMIS-IPV6-IN

deny ipv6 2001:67C:58::/48 any log-input

permit icmp FE80::/10 FE80::/10 nd-ns

permit icmp FE80::/10 FE80::/10 nd-na

permit icmp host 2001:15C0:1000:1005::1 FE80::/10 nd-na

permit icmp host 2001:15C0:1000:1005::1 host FF02::1:FF00:2 nd-ns
permit icmp FE80::/10 host FF02::1 router-advertisement

permit icmp any host 2001:15C0:1000:1005::2 echo-request

permit icmp any host 2001:15C0:1000:1005::2 echo-reply

permit icmp any host 2001:67C:58:D00::3 echo-reply

permit icmp any host 2001:67C:58:D00::4 echo-reply

permit tcp host 2001:15C0:1000:1005::1 gt 1023 host 2001:15C0:1000:1005::2 eq bgp

deny ipv6 any host 2001:15C0:1000:1005::2
deny ipv6 any host 2001:67C:58:D00::3
deny ipv6 any host 2001:67C:58:D00::4
deny ipv6 any host 2001:67C:58:D00::5
permit ipv6 any 2001:67C:58::/48

deny ipv6 any any log-input

Z

permit tcp host 2001:15C0:1000:1005::1 eq bgp host 2001:15C0:1000:1005::2 gt 1023 established
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IPv6 naslavljanje: network NIiIL
2001:67c:58
48 16 64
4 4 8
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IPv6 naslavljanje: host
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* Odjemalci: stateless autoconfig
* Vsak streznik ima 1 globalen naslov

64
rezervirano E tip naslova ::: IP .
(=0) : : streznika
32 16 16
0 = omrezna
naprava
1 = streznik

©2007 NIL 7
]



Notranje omrezje

* IPv6 omogocCen na uporabniskih VLAN-ih
* Stateless address autoconfig
°* DNS Se vedno na v4
° "It just works.”

* Tezave
* Preoblikovanje tabel TCAM v L3 stikalih Cisco Catalyst
* Omejitev funkcij TCAM na /64
* Nepodprtost IPv6 na vmesnikih BVI (domaci WLAN)
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Prehod v Internet NIUL

* Podvojen par Cisco ASA 5500 z moduli IPS
* Super delovanje do prvega preklopa v clustru, potem pa #°&

° |Pv6 v clustru ASA trenutno ni podprt (RTFM)
* ZacCasno potstavljen paralelni IPv6-only pozarni zid Cisco PIX
* Tezave bodo resene v OS 8.2(2) v nekaj mesecih
* IPv6-only? Riiiight....
* TACACS+ overjanje na CiscoSecure ACS preko v4
* syslog na CS MARS preko v4
* SSH upravljanje preko IPv6 dela na pol
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NIL-ova vsebina NILUL

* wwwob.nil.com prihaja... kmalu ;)
* Hoteli smo dual-stack streznike, pa ni bilo tako enostavno
°* NAT-PT... Do not go in there!

* Za e-learning6.nil.com ogrevamo ustrezne sponzorje
* Zakaj 67
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Kako naprej? N
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* BGP dual-homing

* Reverse DNS

* |IPv6 povezljivost do domacih omrezij (GRE/IPsec)
* |[Pv6 oddaljen dostop (IPv6/SSL VPN)

* Polna zascita dostopa v Internet (FW/IPS)

* lzvedba na streznikih (groupware, email, Intranet)

* Ne tako kmalu
* SMTP MX-i (Cisco lronPort)
* Infrastrukturni strezniki (DNS, AAA, SYSLOG,...)
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Povzetek NIL

* V resnici nam je igranje z IPv6 vzelo presenetljivo malo
casa

* Med igranjem nismo nicesar pokvarili v IPv4-svetu
* Nekatere stvari ocCitno delajo zelo na pol



